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ECDSA signature

Scalar multiplication is critical for performance/security of ECC.

Algorithm 1 ECDSA signature generation

Input: Signing key sk € Z, message msg < {0,1}*, group order g, base point G,
and cryptographic hash function H:0,1* — Z,.

Output: A valid signature (r, s)

]€<—$ Zz

R = (rg,my) < (k|G

r<— r, mod ¢

s < (H(msg) + r- sk)/k mod ¢

return (r,s)

Critical: Should be implemented in constant time to avoid timing leakage about k.
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HNP - The Hidden Number Problem

Definition (Hidden Number Problem)
Let h; and k; be uniformly random elements in Z, for each ¢ =1,..., M and

z; = ki — h; - sk mod gq.

The HNP asks to find sk, given the pairs (h;, 2;) and MSBy(k;) for all i (the £ most
significant bits of k;).

* (hi, z;) can be computed from ECDSA signature:
h;i=r/s (mod gq)
zi=H(msg)/s (mod q)

ECDSA: s; =(H(m;) +r;-sk)/k; mod g
= H(m)/s; = k; — (r;/s;) - sk mod q
KA 2 SKAEHNP 7] L o
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1. Novel class of cache attacks against ECDSA implemented in OpenSSL 1.0.2u
and 1.1.01, and RELIC 0.4.0.

Affected curves: NIST P-192, P-224, P-256, P-384, P-521, B-283, K-283,
K-409, B-571, sect163r1, secp192k1, secp256kil

Affected products: VMWare Photon, Chef, Wickr ?

2. Theoretical improvements to Fourier analysis-based attack on the HNP

= Significantly reduced the required input data
= Attack became feasible given less than 1-bit of nonce bias/leakage per signature

3. Implemented a full secret key recovery attack against OpenSSL ECDSA over
sect163rl and NIST P-192.
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Algorithm 3 Left-to-right Montgomery ladder 1. PEM BB A 5E 5
Input: P= (z,9), k= (1,ki—9,..., ki, k)
Output: Q= [k|P

2. AT H s AN BE AR T R B A

1: K « Select (k+ q,k+ 2¢) \ \ .
> Ry« P, Ry « [2]P & nonce Az, LS iE IS A AF =
3: for i+ lg(¢q) — | downto 0 do IREERMN (gt
4:  Swap (Ry, Ry) if K. =0
5 Ry Ry® Ri; R + |2|R VA L .

e Rue Ry Bl 3. Rk 4, BN
6: Swap (Ry, Ry)if K.=0
i for o 25 LA AH [B] 0 e 1 47 [ 2 Y 2
8: return () = Ry =MEERAKEHE (OpenSSL

HISEBAR R X — KD
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Algorithm 3 Left-to-right Montgomery ladder

Inpuit AP =lz5). k= (1. ko - kiyko)
Output: Q= [k|P

1: K « Select (k+ q,k+ 2¢)

2 Ry+ P, Ry «+ [2|P
3: for i< lg(¢) — | downto O do
4.  Swap (Ry, Ry) if K.=0
5. Ry Ry® Ry, Ry (—-[Q]Rl
6: Swap (Ry, Ry)if K.:=0
7: end for
8

. return () = Ry

LLOpenSSL 1.0.2fRA NG . HIERIEH
ZIBRRHAI S AR, TR, ERHA
T AR . PRAPALAR T THELE B
BEAE. B5EHIHHER, « [2]R I fE
HEAF T By 58 P AT I,
FHE W HY e ISF R Ry B AR BR R Y, 3 1 A
M4 2 B AT T SwapiE ), gk
1350 1 Hnoncefx m M AH K Bk » %
2P BUi R A2 e AR OR B E 2R 1E
3R Etnonce ) —AMSB.
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We can detect if R; is in affine coordinates in point doubling (¥, = 0).

(o n)
if (a->Z_is _one) {
if (!BN_copy(n0O, &a->Y))

goto err;
} else {
if ('field_mul (group, n0, &a->Y, &a->Z, ctx))
goto err;
}
Coiond

Performance degradation can amplify the difference to ~ 15,000 cycles.

Attack: Flush+Reload can detect if BN_copy () is called with > 99% precision.
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Definition
The sampled bias of a set of points K = {ki}cq1,...ay In Zg is defined by

1L,
Bias,(K) = A—JZ 2kl a.
=il
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o SXNL, FHBEYIAEE, Nibiaseki B, (X) & XN
B,(X) = E(e?™X/4) = B_(X mod q)

o K, TV ={v}cZ,,B,V)EXN—ADFT:

n—1

1 .
Bq(V) — az eanvj/q
j=0

Lemma 1. Let X and Y be random variables.
(a) If X follows the uniform distribution over the interval [0,n) NZ, then B,(X) = 0.
(b) If X and Y are independent, then B, (X +Y) =B, (X)B,(Y).
(¢c) B,(—X) = B,(X), where B,(X) denotes the complex conjugate of B, (X).
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Algorithm 3 Bleichenbacher’s attack framework

Require:

{(hi,:«:,—)}ﬁ\/:[1 - HNP samples over Zg. 1. Ran ge reduction (%%)
M’ - Number of linear combinations to be found. 2. H FFTi+:§ BiaskX %ﬁ

Lrpr - FFT table size. 3. 3-"& j( /J\ :ﬁ Hsk

Ensure: Most significant bits of sk
1: Collision search

o Generate M samples (05115, where 09.5) = Range reduction: HL(hy 21/
():,-a)i,jhi,ziwg,jzi) is a pair of linear combinations iﬁ&‘f@té’ﬂé\(h{,zl’) , (h:,Z{)ilﬂ%/@

with the coefficients w; j € {-1,0, 1}, such that for j € [1, M’]

(1) Small: 0 < k!, < Lepr and smallfllsparse
(2) Sparse: |Bq(K)|Qj > 1/VM’ for all j € [1, M'], where Q; = Small: iJ:h{/E/J\ ’ IZEH%/EEEZZ%:&&

i lwi j|. Sparse: mg?/ﬁéﬂ/ﬁ\ﬁggﬂ'ﬂgﬁﬁ%

3. Bias Computation i .

v 2o, Zrgr) 0, 0) VEMEAS/AN . N T AN HEIEA, 2
sforj=1toM'do P2 & REBORE 2 RECNO.

6: Zh:, — Zh; + G(ZHZJ/q)I

7. end for

8: {Bq(Kwi)}ffng_l « FFT(Z), where w; = iq/Lgr.

9: Find the value i such that |Bq(Kwi)| is maximal. ( &Bﬁ*ﬂ’}%]{l Xﬂ‘&nonce ki y *H

10: Output most significant log Lgpr bits of w;. jjuvaz}a Bias ]%l %ﬁ*ﬁ{ﬁyﬂzd\ )
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Algorithm 3 Bleichenbacher’s attack framework

Require:
{(hi,:«:,—)}ﬁ\/:[1 - HNP samples over Zg.
M’ - Number of linear combinations to be found.
Lyt - FFT table size.
Ensure: Most significant bits of sk
1: Collision search
2. Generate M’ samples {(hj’., zJ’.)}inll, where (h;., zj’) =
():,- wi, jhi, 2 a)g,jzi) is a pair of linear combinations
with the coefficients w; j € {-1,0, 1}, such that for j € [1, M’]
(1) Small: 0 < hj'. < Lgpr and
(2) Sparse: |Bq(K)|Qj > 1/VM’ for all j € [1, M'], where Q; :=
i lwijl.
Bias Computation
Z=(Zy, ... ,ZLFFT,O —(0,...,0)
for j=1to M’ do
Z , Z , + (271'7:"./(])1
W, < 4o te
end for

Lppr—1 .
8: {Bq(KWi)}if‘(;T « FFT(Z), where w; = iq/Lgr.

9: Find the value i such that |Bq(Kwi)| is maximal.
10: Output most significant log Lgpr bits of w;.

-l

_‘yk/l:{ ﬁ%ﬁg [ = lgpr /l\%%q l:lﬁﬁl%,
REZMILIK,

W sk e H sk B =L U240 5%
%, HskA A ANEedr. ).

k; =z + h; - sk modn

=z + h; (skHi oAty skLo) mod n

=2+ h; - sky; - 22 + h; - sk, mod n.

TE XTI z; = 2z; + h; - Sky; - 2A=1
RURRM L, HEIA TR
1k,
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Range reduction & K-list sum

1. Sort-and-difference: HEF, FHABAHE

2. ETHEEITE: SR K AT AL

3. K-list sumia @R (GBPa&)KME: LBIRZh, "L LFFHIREE, HH
A —5E 2 P4 PA R T A2 25 > — S Alk I

(LAN3A LA 2 %)

FE s (K-list SumEiR) 45 € K M P INAIERL,, ..., Lg, HrpREADHEE

20N S R B BN LI EE R 2 A . K-list sum i) @2 3R — AN x' =

K wx HEAETFIRL, HA (g, ., xk) € Ly X -+ X Ly,
(w1, ..., wg) €{—=1,0,1}* HimEXEN EER EREH n <, x'HInt
MSB#J 40,
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Algorithm 4 Parameterized 4-list sum algorithm based on
Howgrave-Graham-Joux [35]

Require:
{Li ;-1:1 - Sorted lists of 2¢ uniform random ¢£-bit samples.
n - Number of nullified top bits per each round.
v € [0, a] - Parameter.
Ensure: L’ - List of (£ — n)-bit samples.
1. For each ¢ € [0,27) :
a. Look for pairs (x1,x2) € L1 XLy such that MSB,(x1 +x2) =
c. Store the expected number of 22474 = 24 output sums
X1 + x2 in a new sorted list L{. Do the same for L3 and
L4 to build the sorted list L.

b. Look for pairs (x{,x;) € L] x L such that MSB,(|x] -
92a—(n—a) _ 93a-n

1')

x,|) = 0. Store the expected number of
output sums |x; — x;| in the list £”.

2. Output £’ of the expected length M’ = 23a+0="

LK = 401, EREF:

1. AL ki H &%

2. HiH Ik, z) AT BLEE
MANPIIEE 2, B3E
ETTPLEHEOK.
<%%mm%&ﬁ&
=R — 5
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THEOREM 4.1. For Algorithm 4, the following tradeoff holds.
2*M'N = TM?
or put differently
m' =3a+v-n
where each parameter is defined as follows: N = 2", where n is the
number of top bits to be nullified; M = 2™ = 4 x 2% is the number of
input samples, where 2% is the length of each sublist; M’ = 2™ < 224
is the number of output samples such that the top n bits are 0;v € [0, a]

is a parameter deciding how many iterations of the collision search to
be executed; T = 2! = 2917 s the time complexity.
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m; = 3a; + v; —n,,

(i=0,..,r—1)

HFHAmM = m;.
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Mf =0, AfRAAREE2™M0 = 2Min S ANFER L — fFAMIRAL ELAEE

small, sparses& 14

r—1
logh; S{’—f—z n; < Cppr
i=0

m, = 2(loga — 4"log|B,(K)|)

Ha = 121E#% H O ARHZ . 7T LLREE o SK¥zHbiask IR (E 5
EREEZ R 2. (R Fa =8)
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Table 2: Linear programming problems based on the itera-
tive HG]J 4-list sum algorithm (Algorithm 5). Each column
corresponds to the objective and constraints of linear pro-
gramming problems for optimizing time, space, and data
complexities, respectively. The boxed equations are the com-
mon constraints for all problems.

441

Time Space Data
minimize fy=...=t—-1 My=...=Mp_1 Min
subject to — ti < tmax ti < Tmax
subject to mj < Mmax — mj < Mmax
subject to Mis1 = 3a; +v; — n; iefo,r-1]

ti = a; + vj ie[0,r—1]
Uj < aj i€[0,r—1]
mi =a;+2 iel0,r—1]
miy1 < 2a; iel0,r—1]
Min =mo + f

{ < fFFT + f + :;01 n;

my = 2(log & — 4" log(|B4(K)|))
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Time sectl63rl Time P-192 Time P-224 Time P-256

— 55 55
Y i 50 50
45 45
40 40
35 35

—lppr =35 —Lppr =35

301 —lrpr=40 301 —lprr=40

—bppr =45 —Lppy =45

Data 25 Data 25 Data
25 30 35 40 45 50 55 40 45 50 55 60 65 70 70 75 80 85 90 95 100

Figure 3: Time-Data tradeoffs where mmax = 30, nonce k is 1-bit biased, slack parameter « = 8 and the number of rounds r = 2.

Time sect163r1 Time P-192 Time P-224 Time P-256

65 65 65 65 ~—_

60 60 60 60 Ii— ~—

55 55 55 55 I—

50 50 50 50

45 45 45 45

40 40 40 40

35 35 35 35 —fppr=35

30 30 30 30 sy

25 ____—Data?5 Data 25 Data 25 Data
20 25 30 35 40 45 50 25 30 35 40 45 50 55 30 35 40 45 50 55 60 40 45 50 55 60 65 70

Figure 4: Time-Data tradeoffs where my,,x = 35, nonce k is 1-bit biased, slack parameter « = § and the number of rounds r = 2.

o ZHUEDL N RMILACEEE OV H s
o RGO, EEDY2°0E R A DIEEZ
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Table 1: Comparison with the previous records of solutions to the hidden number problem with small nonce leakages. Each row
corresponds to the size of group order in which the problem is instantiated. Each column corresponds to the maximum number
of leaked nonce bits per signature. Citations in green (resp. purple) use Bleichenbacher’s approach (resp. lattice attacks).

<1 1 2 3 4

256-bit - - [64] [64] [45, 57, 58, 70]
192-bit  This work This work - - -
160-bit  This work [6, 14], this work (less data) [13], [41] [47] -
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LadderLeak: Breaking ECDSA With Less Than One Bit Of Nonce

Leakage (CCS 2020)

New Bleichenbacher Records: Fault Attacks on gDSA Signatures

(TCHES 2018)
Talk: Ladderleak (WAC 2020 - Workshop on Attacks in Cryptography)

Talk: LadderLeak (Blackhat Europe 2020)
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